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OSSEC HIDS is a self-contained system for 

Host-based intrusion detection. It performs log 

extraction, integrity checking and health 

monitoring. All this information is correlated 

and analyzed by a single engine, creating a very 

powerful detection tool.



However, that was not the 
beginning of OSSEC. 





SysCheck = Integrity Checking

RootCheck = Rootkit Detection

OSHIDs was actually a local version of the 

OSSEC log analysis engine. It was written in 

Perl and released back in 2003. 
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First OSSEC Feedback:

"Why are you wasting your time on this? 

Stop spamming the mailing lists. If you 

want to be helpful, just contribute to 

Tripwire which is a lot better. We don't 

need another hids.”
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"OSSEC is a very powerful yet easy to interpret 

open source host based intrusion detection 

system. Over the years this tool has evolved into 

a powerful cross platform log aggregation and 

analysis system. In this brief talk we will discuss 

OSSEC's approach to detecting malicious events 

including live system root kit detection on Linux. "



Open Source lives and 
dies with the community



Do not take your be-loved 
open source projects for 
granted. Be a part of it. 

Get involved. 


